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An attacker could modify the customer_id value in the JSON response to access informa-
tion about another user's orders. For example, by changing the customer_id value to 
5679, the attacker could access the order information for that user: 
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Let us consider an example of vulnerable application juice-shop. First, we login as an admin-
istrator and a normal user. We take the authorization and cookies header of the low privi-
leged user and place it in authorize tool as shown below. 
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