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Let us deep dive into some basics to understand
IDOR:

Authentication: Authentication determines or proves
the person is“who they say they are” by providing
credentials (i.e., username & password), biometric
verification or by any other authentications method.

Authorization: Authorization determines what type
of access you have for an application or in short it
describes your role in a particular application.
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Why IDOR Vulnerabilities Arises:

IDOR vulnerability is a type of access control related vulnerabilities.

It occurs when applications are not properly sanitizing or validating
user input, which can allow attackers to manipulate inputs to gain un-
authorized access.

In short, we can say if an application leaks the user account details or
can perform actions on behalf of users without properly authorizing
the user then there may be chances to exploit IDOR vulnerability there.

Definition of IDOR

IDOR is an abbreviation for Insecure Direct Object Reference, a vulnera-
bility that occurs when an application exposes sensitive information or
functionality by referencing an internal object, such as a database
record, file, or user account details, without properly validating the
user's authorization to access that object.
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How IDOR Works:
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3.The user with associated user ID i.e 1001's
information is returned to attacker.

https://badsite.com/user?id=1000
1. The attacker changes user id to different
userid i.e 1001.

A
>

ID-1003

- J

1. A attacker is requesting for his/her account details that are associated
with id=1000

2. Attacker intercepts the request via Burp suite/OWASP ZAP and modi-
fies user id 1000 to user id 1001.

3.The server checks that is there any user available with associated id l.e.,
1001.

4. Server checks the id & as it seems valid to server then it returns the
details of requested user id to an attacker.

5. As there were no proper authorization checks due to which server was
showing the information of another user to an attacker which is causing
IDOR.
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Let us understand it more by an example:

Let us say there is an application that allows user to view and edit
their personal information but what if there is no proper input valida-
tion on IDs (unique identifier) which is passing in url & through which
you can use sequential IDs to access other user’s account.

SECURITYBOAT

Vs

def (user_id):
query = S
cursor.execute(query, (user_id,))
return cursor.fetchone()

def (user_id):
user_data = get_user_data(user_id)

Likewise, in the above snapshot you can see using user_id, applica-
tion is getting the user data from database as a response. So just by
changing the user_id parameter to a different value, the attacker
could potentially view the profile data of another user without proper

authorization.

//badsite.com/profile?user_id=1234
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How to checks for IDOR:

Here are some steps to look for while checking IDOR:

Examine the application's source code where objects are being refer-
enced directly without the necessary user authorization checks being
made.

Capture the request into proxy tool such as Burp Suite or OWASP ZAP.
You can try to access or manipulate sensitive things that you are not
authorized to access by fiddling with the requests.

&/

Use Brute-force methods to access the items that are not supposed to

be accessible. Let us say if a user can access their own account infor-

mation by navigating to https://example.com/user/1234, try chang-
.- ing the number at the end to see if you can access other users' ac-

-1:1 counts.

~ Examine the application's features and look for places where user
input can be utilized to directly reference objects to perform manual
testing. To see if you can access confidential information or tamper
with the system, try accessing those objects.
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Types of IDOR:

Object-level IDOR: When an attacker can directly access and manipulate a
specific object, such as a user's account, by changing the object's ID/sequen-
tial ID’s or other parameters in the application's request or response, this is
referred to as object-level (Sequential) IDOR.

JSON-based IDOR: This kind of vulnerability occurs when an application uses
JSON data to represent objects. An attacker could utilize JSON data manipula-
tion to gain access to or change sensitive objects if the application does not
properly check user input when parsing JSON data.

Suppose a web application uses JSON to transmit data between the client and
server, and there is an endpoint that allows users to retrieve information about
their own orders. The endpoint might look like this:

https://example.com/orders/1234

In the JSON response, the order information might look like this:

An attacker could modify the customer_id value in the JSON response to access informa-
tion about another user's orders. For example, by changing the customer_id value to
5679, the attacker could access the order information for that user:
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Function-level IDOR: This happens when an attacker bypasses au-
thentication procedures by directly accessing an APl endpoint or
function only meant for authorized users.

Consider the possibility that a web application has an endpoint for
account deletion. An attacker can change the request to remove
other users' accounts if the website does not adequately authenticate
the user's authority to carry out this operation.

Indirect-IDOR: This happens when an attacker can change or indi-
rectly access an object by taking advantage of a flaw in the access
controls of the application, such as through guessing or brute-forcing
IDs or other parameters.

For example, if a user can view their own profile information at
https://example.com/user/johndoe, an attacker could try accessing
other users' profiles by guessing their usernames or email addresses
via Brute force, then it will be Indirect IDOR (Insecure Direct Object
Reference) by guessing the credentials.
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Impact of IDOR vulnerabilities/ What we can be
achieved through IDOR:

Failures of Access Control leads to unauthorized information disclosure,
modification, or destruction of all data or performing a business function
outside the user's limits. Let us see below in more detailed manner:

Data leakage: When an attacker gain access to the victim's account using
IDOR then there will be chances of leaking the data.

Authentication Bypass (Broken Access Control): Attacker can simply
bypass the authentication mechanism by manipulating/tampering the
|d’s.

Data Alteration: An attacker may have access to and alter your data. As a
result, an attacker may have access to your data and manipulate records.
In some cases, the attacker will delete/impersonate the victim'’s account.

Account Takeover: While an attacker may have multiple access points to
user accounts simply by changing the "UID" values, this will result in an
account takeover vulnerability. When one vulnerability causes another (as
in this case),

Privilege Escalation: When a hacker exploits an access flaw and gains
access to a privileged account (normal user to other privilege account like
admin or super admin) and its resources, then it is classified as Vertical
Privilege escalation.

If a user gain access to the same level of account, then it is classified as
Horizontal Privilege Escalation.

Reputational Damage: As we saw in data leakage, if an attacker leaks the
data, then it will be reputational damage for the organization. The organi-
zation will lose the trust of their customers.
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Bypasses of IDOR:

1. Wrap the ID with an array.

POST /api/get_profile HTTP/1.1
Host: example.com

{"user_id":111}

POST /api/get_profile HTTP/1.1
Host: example.com

i.':id":[111]}.
2. Wrap the ID with a JSON object

POST /api/get_profile HTTP/1.1
Host: example.com

{"user_id":111}

POST /api/get_profile HTTP/1.1
Host: example.com

{"user_id":{"user_id":111}}

3. Add .json to the endpoint Have you
tried these

GET /v2/GetData/1234 HTTP/1.1
Host: example.com

GET /v2/GetData/1234.json HTTP/1.1
Host: example.com

4. Send wildcard instead of ID \
\

GET /api/users/111 HTTP/1.1
Host: example.com

GET /api/users/* HTTP/1.1
Host: example.com
09
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Automation Tool Autorize

Autorize is a burp suite extension which can be added easily from the BApp Store. This
extension automates your penetrating testing for IDOR to much extent. All you need to do is
take some headers such as cookies and authorization token of the low privileged user and
configure them in the extension. Then go through the modules of other user or high privi-
leged user and the extension will list down if the modules contain potential IDOR in it or not,
which you can further check by analyzing the response.

Burp  Project Intruder Repeater Window  Help Burp Suite Profe .1 - Temporary Project - Lice b Crew

Dashboard Target Proxy  Intruder  Repeater Collaborator ~ Sequencer  Decoder Comparer  Logger Extensions leam  Autorize {6} settings

D Meth.. URL Orig. Len Modif. ... Unauth... Authz,S.. Unauth..| Request/Response Viewers Configuration

status code responses
Autorize is off

om Repeater
Check unauthenticated

Clear List Auto Serall Replace query params

Temporary headers , Add Remove

Cookie: Insert=injected; cookie=or;
Header: here

Enforcement Detector Detector Unauthenticated Interception Filters Match/Replace Table Filter

Save/Restore

Type: Scope items only: (Content is not required)

Add filter

URL Mot Contains (rt
Ignore spider reque

Maodify filter

Let us consider an example of vulnerable application juice-shop. First, we login as an admin-
istrator and a normal user. We take the authorization and cookies header of the low privi-
leged user and place it in authorize tool as shown below.

Burp Project Intruder Repeater Window Help
Dashbeard Target Praoxy Intruder Repeater Sequencer Decoder Comparer Logger Extender User options Learn

ID Method URL Orig. Len  Modif. Len Unauth.... Authz.St.. Unauth... Req =5 Configuration

Clear List

Fetch Autherization header
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After we visit the functionalities of the admin we get two types of
responses. The enforced and bypassed. Enforced which is in green color
means that the original response and modified response are different

and the endpoint is protected from IDOR as shown below.

Burp
Dashboard
Method
hitpu//127.
http://1

3 DELETE httpy//1
DELETE http:/127.
GET __http://12

00/admin/:

‘admi

‘admin/
admin/:

00/admin/

EI0=4&kra
EI0=4&trans

EIO=4&trans]

EI0=4&kra

api/Basketitems
00/apiiBasketitems/1

port=poll

Decoder Comparer

n Unauth,
- 1087

Extender

Unauth,

Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!

0O matches

0matches

Bypassed which is in red color means that the original response and
modified response are same and there is an IDOR vulnerability as

shown below.

http://1
htpa//1.

hitp:/ /1

There is also a third response called

dow

Intruder

Jadmin/
admin/:
Jadmin/
admin/:

admin/:
‘admi

0/adminy:

Jadmin/socket.
Jadmin/
admin/:
Jadmin/
admin/:
‘admi
admin/:
‘admi

0/adminy:

‘admi
admin/:
‘admin/

Comparer

f.Len Unauth

Authz. St

Bypassed!

7 Bypassed!
37 Bypassed!
7 Bypassed!

Bypassed!

7 Bypassed!

Bypassed!

7 Bypassed|

Bypassed!

7 Bypassed|

Bypassed!

7 Bypassed!
37 Bypassed!
7 Bypassed!

Bypassed!

7 Bypassed!

Bypassed!

7 Bypassed|

Bypassed!

7 Bypassed
37 Bypassed!
7 Bypassed!
37 Bypassed!
7 Bypassed!

Bypassed!

7 Bypassed|

Bypassed!

7 Bypassed!

Bypassed!

7 Bypassed!
37 Bypassed!
7 Bypassed!

Bypassed!

7 Bypassed!

Bypassed!

7 Bypassed|

Bypassed!

7 Bypassed|

Bypassed!

7 Bypassed!
7 Bypassed!
7 Bypassed|

Unauth.

Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!
Bypassed!

O matches

0 matches

O matches

“is enforced” which is in orange

color and means that the endpoint seems to be protected and we
should take a closer look into it.
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IDOR Prevention

Role Based Access Control

IDOR can be prevented by implementing strict Access Control methods to ensure that
the user is authorized to access the particular functionality. Permissions such as read,
write, and delete should be assigned to users according to their role.

Use indirect references.

A unique token should be used to reference the index instead of directly referencing
the object that is indirect references can be used to access objects instead of direct
references.

Monitor Continuously

The logs should be continuously monitored to check for potential IDOR attacks.
Perform Security Testing

Regular audits should be conducted to find IDORs before they are exploited by an
attacker. Security Testing such as vulnerability scanning, penetrating testing should be
performed, and vulnerabilities should be patched on time.

Use Parameterized Queries

By using parameterized query, it is ensured by the developer that the input is sanitized
and validated which prevents vulnerabilities such as IDOR.
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Summary

IDOR (Insecure Direct Object Reference) is a serious security vulner-
ability that can have profound consequences for an organization if
not handled properly. It enables an attacker to access sensitive data
or perform actions on behalf of another user without proper autho-
rization. This can result in data breaches, financial loss, and reputa-
tional harm. Organizations must take proactive measures to pre-
vent IDOR vulnerabilities in their applications. This can be accom-
plished by implementing appropriate access controls, input valida-
tion, and session management. Additionally, regular security audits
and testing are required to identify and correct any potential vul-
nerabilities.

To summarize, preventing IDOR vulnerabilities necessitates a
multi-dimensional approach that includes both technological and
educational solutions. Organizations can reduce the risk of IDOR
vulnerabilities and ensure the security and privacy of their users'
data by implementing best practices and staying vigilant.
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