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Module Reading 

○

○

○

https://labs.detectify.com/2017/07/13/a-deep-dive-into-aws-s3-access-controls-taking-full-control-over-your-assets/?utm_source=blog&utm_campaign=s3_buckets
https://www.youtube.com/watch?v=_x5VKuFjvrk


Introduction



Introduction to Github



Introduction to Github



Introduction to Github

https://github.com/bugcrowd
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Finding Sensitive 
Information Leaks



Manual Approach

“Company” password “Company” key

“Company” secret “Company” pass

“Company” credentials “Company” login

“Company” token “Company” ftp

“Company” config “Company” pwd



Manual Approach

Search term Results expected 

“Company” security_credentials LDAP ( active directory)

“Company” connectionstring Database Credentials

“Company” JDBC Database Credentials

“Company” ssh2_auth_password Unauthorized Access to Servers

“Company” send_keys or send,keys If other keywords related to passwords 
failed
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Resources and References

Github Dorks https://securitytrails.com/blog/github-dorks

GitROB
itrob

https://michenriksen.com/blog/gitrob-now-in-go/

News https://nakedsecurity.sophos.com/2019/03/25/thousands-of-coders-are-leavin
g-their-crown-jewels-exposed-on-github/

Github Bug Bounty Hunting https://gist.github.com/EdOverflow/922549f610b258f459b219a32f92d10b

Assetnote https://blog.assetnote.io/bug-bounty/2019/04/23/getting-access-zendesk-gcp/


